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Overview

SAML provides single sign-on capability for users accessing their services hosted in a cloud
environment. Generally, a service provider such as Test SP is federated with an identity
provider such as Test IDP for authentication. The user gets authentication from Test IDP and
obtains a SAML token for accessing applications in a cloud environment, such as Test SP.
This guide serves as step-by-step configuration manual for users using Test IDP as an
authentication provider with Test SP in a cloud environment.

Prerequisites

Verify that you have the following metadata available in your environment:
e Test IDP Metadata Files

1. Login to Mobilelron Access with admin credentials.
2. Click Settings > Test IDP > Applications.
3. Click Download Test IDP Metadata.

Q\ ACCESS Dashboard  Profils  Sentry  Reports  Settings

Admins Test IDP Test SP

Test IDP is provided only for testing purposes. Do not use this in a real deployment.
A commercial IDP like Microsoft ADFS, Okta, Onelogin or Ping Identity should be used
Test IDP only supports 5 users

fest |IDP Users Applications Test IDP Report:

+ Add Application [H'-.\-wﬂ est |IDP Metadata ]

APP NAMI S50 UR ENTITY

There I8 no information to display.

Save the metadata file.
Click Test IDP Users tab and + Add Test IDP User.
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e Test SP Metadata Files

1. Login to Mobilelron Access with admin credentials.
2. Click Settings > Test SP > Linked IDP.
3. Click on + Upload IDP Details and enter the IDP name.

Dashboard Profile Sentry Reports

Admins Test IDP Teat SP

Test SP is provided only for tasting purposes. Do not use this in a real deploymeant.
A commercial SP like Box, Concur, Salesforce or Tableau should be used
Test SP only suppors 5 users.

Test SP Users Limked IDP

+ Add IDP Details + Upload IDP Details Login To 5P

P HAME ENTITY ID HAMEID FORMAT AUTH REQUEST SIGNED ASSEATION SIGNED

There iz no information to display.

4. Click Choose File or Drag and drop the file that you saved from Test IDP
procedure above.
Click Done.
Click Download Test SP Metadata in Actions from the new IDP entry created.
7. Click Test SP Users tab and + Add Test SP User.
Note: The username and email address must be the same as Test IDP user that is
created in the Test IDP Metadata Files procedure.
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Working with Test SP and Test IDP without
Mobilelron Access

You can test the service providers and identity providers without creating a federated pair in
Mobilelron Access. You must download the metadata files for SP and IDP as described in the

Prerequisites section.

Procedure

Login to Mobilelron Access with admin credentials.

Navigate to Settings > Test IDP > Applications.

Click + Add Application.

Upload the Test SP metadata file downloaded from Prerequisites section.
Navigate to Test SP > Linked IDP and click Login to SP.

The page redirects to Test IDP login page.

Enter the user credentials.

The Test SP home page is displayed with successful login.

akrownE
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Configuring Test SP and Test IDP with
Mobilelron Access

You must perform the following tasks to accomplish the configuration between Test SP and
Test IDP:

e Configure Access to Create a Federated Pair

e Configure the SP (Test SP) with Mobilelron Access

e Configure the IDP (Test IDP) with Mobilelron Access
e Register Sentry to Access

Configure Access to Create a Federated Pair

You must configure Access to select your service provider and the identity provider. You can
apply the configuration settings for the service provider and the identity provider. It creates a
federated pair.

Procedure

1. In Access, click Profiles > Get Started.

2. Enter the Access host information and upload the ACCESS SSL Certificate. Use the
default values for the other fields. Click Save.

3. Click Profiles > Federated Pair > Add New Pair.

4. Select Custom SAML Service Provider option under the Choose Service Provider.

5. Enter the following details:

Name for the Federated Pair

Description

Select or upload the SP Proxy Signing Certificate

Upload the Test SP metadata downloaded from the Prerequisites section and click Next.
Click Advanced options and enter the following configuration:
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- Advanced Options

Assertion Validity: 60 2 ( minutes )

Enter information here only if you would like the SAML assertions
generated by Mobilelron Access to have a structure different than the
default configured for this SP.

You can select values from the certificate Subject or Subject Alternative
Name fields to go into the SAML Response Subject or Attributes in an
Attribute Assertion in the SAML Response.

SAML Subject Configuration

“-

Type: Emall

-

Value: Subject Alternative Name: RFC 822 Name
SAML Attribute Configuration
1 Attribute(s) Add New

http://schemas.xmisoap.org/ws/2005/05/identity/claims/emailaddress

O\

Subject Alternative Name: RFC 822 Name o
6. Click Next.
7. Select Custom Identity Provider as the identity provider.
8. Select or Upload the 1dP Proxy certificate and the IdP metadata file that you

downloaded from the Prerequisites section.

9. Click Done.

10. Download the Access SP Metadata and Upload to IDP and ACCESS IDP
Metadata and Upload to SP metadata files.

11. Click Profile > Publish to publish the profile.
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Configure the SP (Test SP) with Mobilelron Access

You must configure the service provider with the identity provider metadata file. This builds
the trust relationship.

Procedure
1. Login to Mobilelron Access with admin credentials.

2. Click Settings > Test SP > Linked IDP.
3. Click + Upload IDP Details.

Upload IDP Details

IDP Name

|DP Name

Upload Metadata j§

No File selected

Drag and drop file here
OR

Choose File

Gancel m

4. Upload the Access IDP Metadata downloaded from Working with Test SP and Test
IDP without Mobilelron Access
You can test the service providers and identity providers without creating a federated pair in
Mobilelron Access. You must download the metadata files for SP and IDP as described in the

Prerequisites section.

Procedure

7. Login to Mobilelron Access with admin credentials.
8. Navigate to Settings > Test IDP > Applications.
9. Click + Add Application.
10. Upload the Test SP metadata file downloaded from Prerequisites section.
11. Navigate to Test SP > Linked IDP and click Login to SP.
The page redirects to Test IDP login page.
12. Enter the user credentials.
The Test SP home page is displayed with successful login.
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5. Configuring Test SP and Test IDP with Mobilelron Access section.
6. Click Done.

Configure the IDP (Test IDP) with Mobilelron Access
Procedure
1. Login to Mobilelron Access with admin credentials.

2. Click Settings > Test IDP > Applications.
3. Click + Add Application.

Add Application

App Name

App Name

Upload Metadata §

No File selected

Drag and drop file here
OR

Choose File

4. Enter a name for the application and upload the Access SP Metadata downloaded
from Working with Test SP and Test IDP without Mobilelron Access
You can test the service providers and identity providers without creating a federated pair in
Mobilelron Access. You must download the metadata files for SP and IDP as described in the

Prerequisites section.

Procedure

13. Login to Mobilelron Access with admin credentials.
14. Navigate to Settings > Test IDP > Applications.
15. Click + Add Application.
16. Upload the Test SP metadata file downloaded from Prerequisites section.
17. Navigate to Test SP > Linked IDP and click Login to SP.
The page redirects to Test IDP login page.
18. Enter the user credentials.
The Test SP home page is displayed with successful login.
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5. Configuring Test SP and Test IDP with Mobilelron Access.
6. Click Done.

Register Sentry to Access
You must register Sentry to Access to fetch the latest configuration from Access.
Prerequisite
Verify that you have registered Sentry earlier. If so, then do not perform this step.
Procedure
1. Cli_sh Se_ntry. In the configuration mode, execute the following command for
registration.

(config)#accs registration https:/<FQDN of Access server><Admin Username of Access
Server>

2. Enter the Tenant password and complete the registration.

3. In Access, click the Sentry tab.

4. Select the appropriate Sentry instance, then click Action > Assign.

5. Enter the tenant password for the profile.

6. Click OK.

7. Clish Sentry and execute the following command in configuration mode to fetch
the latest configuration from Access immediately:
(config)# accs config-fetch update
Note: All the published configuration changes are fetched by Sentry assigned to
the profile in fifteen minutes. However, if you want to see the changes
immediately, then perform Step 6.

Task Result

Single-sign-on service is now configured using Test SP as the service provider and Test IDP
as the identity provider. This configuration lets you fetch the latest configuration from
Access.

Veritying the setup
After the setup is configured with Access, you must verify the authentication.

Procedure

1. Login to Mobilelron Access with admin credentials.
2. Navigate to Settings > Test SP.
3. Click Login to SP. The Test IDP login page displays.
10
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4. Enter the username and password.
After successful authentication, the Test SP home page displays.

The Test SP and Test IDP expects the username to be an email address in User Creation
flow.
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